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= Introduction
LBSs and Location Privacy
From Data Privacy to Location Privacy
Unique Challenges of Location Privacy

m Location Anonymization Models and Techniques
Alternative Location Privacy Enhanced Service Architectures
Location Anonymization Models and Algorithms

m Trusted third Party Location Anonymization Server model

= Non-corporative Client-based model
= Decentralized corporative mobility group model

m Open Issues and Research Challenges
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Location Based Services (LBSs)

n Resqurce and [nfqrmation services based on the
location of a principal

=1 Input: location of a mobile client + information service
request

1 Output: deliver location dependent information and
service to the client on the move

°°0
D e
St o
©n Position: GPS or
cellular network

m Location-based emergency services &
traffic Monitoring:

= Range query: How many cars on the highway 85 north

= Shortest path query: What is the estimated time of travel :
to my destination

= Nearest-neighbor query: Give me the location of 5
nearest Toyota maintenance stores?

m Location-based

advertisement/entertainment:
= Range query: Send E-coupons to all customers within
five miles of my store

m  Nearest-neighbor query: Where are the nearest movie
theater to my current location

m Location finder:
= Range query: Where are the gas stations within five
miles of my location

m  Nearest-neighbor query: Where is nearest movie
theater
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Location Privacy

m The claim/right of individuals, groups and
institutions to determine for themselves,
when, how and to what extent location
information about them is communicated
to others.

m Location privacy also refers to the ability to
prevent other parties from learning one’s
current or past location.

Privacy Threats through LBS

m Communication privacy threats
Sender anonymity

m Location inference threats [Beresfordos,
Gruteser&Grunwald03]

Precise location tracking

m Successive position updates can be linked together, even if
identifiers are removed from location updates

Observation identification

m If external observation is available, it can be used to link a
position update to an identity

Restricted space identification

= A known location owned by identity relationship can link an
update to an identity




Privacy Threats: Examples

m Examples
Learn about users medical
conditions, alternative
lifestyles, unpopular
political/religious views
Spam targeted users with
unwanted advertisements
Stalking, domestic abuse
and physical harms ...

[USA Today, Fox News, etc]

http://www.foxnews.com/story/0,2933,131487,00.html

Jfox]U.S. & WORLD
PNEWS Upd 42pm ET
.com fi searc [N T

E-MAIL STORY FRINTER FRIENDLY FOXFAN CENTRAL

Man Accused of Stalking Ex-Girlfriend With
GPS

Saturday, September04, 2004
Associated Press

GLENDALE, Calif. — Police arrested a man they said tracked his ex-
girtfriend’s whereahouts by attaching a global positioning system

Ara Gabrielyan, 32, was arested Aug. 29 an one count of stalking
[search) and three counts of making criminal threats. He was being held on
$500,000 bail and was to be arraigned Wednesday.

"This iz what | would cansider stalking of the 21st century,” police Lt. Jon
Perking said.

Location Privacy: Challenges

m Challenge 1:

Location Privacy is a personal matter.
Different users may have different location privacy

requirements.

Same users may have different location privacy requirements
in different context (time, space).

m Challenge 2:

Location Privacy v.s. Location Utility
On one hand, Location information is useful for enhancing

services

On the other hand, location information should be disclosed
with care to reduce the risk of unauthorized disclosure of
users’ locations or movement patterns.

m Challenge 3:

Location Privacy v.s. Location k-anonymity
= Is location k-anonymity sufficient?




Data Privacy v.s. Location Privacy

Data Privacy Location Privacy
] _Priya_cy is the claim of m Location privacy is the
individuals, groups and claim/right of individuals

institutions to determine
for themselves, when,
how and to what extent
information about them is when, how and to what
communicated to others". extent location

groups and institutions to
determine for themselves,

information about them is

A. Westin. Privacy and Freedom. 1967. communicated to others

O
Data Privacy: where we are

m Policy-based Privacy Protection
Federal Privacy Acts to protect privacy
= E.g., Privacy Act of 1974 for federal agencies

Still many examples of privacy violations even by federal
agencies

xxx Airways revealed travellers’ data to federal gov'’t

m E.g., Health Insurance Portability and Accountability Act of 1996
(HIPAA)

m Secure Access in Statistical Databases

Answering statistical queries without revealing the private
(sensitive) data

m Privacy-preserving Data Mining
Computing the mining results without access to the raw data

10
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Secure Access in Statistical
Databases

m Database contains public information (e.g. zip

code) and private information (e.g. income)
Client wants to compute statistics on private data of a
subset selected by using public data.
The database (owner) wants to reveal only the
statistical outcome, not private values used for
computation.

m Methods:

Restrict the types of queries allowed to prevent known
statistical inference attacks

11
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Privacy-Preserving Data Mining

m Query Independent Data Privacy Protection
Privacy-preserving classification
Privacy-preserving association rule mining
Privacy-preserving clustering

m Databases contain both public information (e.g. zip code)
and private information (e.g. income, medical diagnosis)
Allow public release of mining results over a data owner’s private

database, while preventing the disclosure of private (sensitive)
information.

Allow multiple data holders to collaborate to compute (mine)
important statistical (aggregate) information over a collection of
private databases, while protecting the privacy of sensitive raw
information.

m Methods:
K-anonymity and k-anonymization

[-diversity, etc. 12
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Anonymity Versus k-Anonymity

m Full Anonymity

relax the requirement such that the adversary
learns nothing about the origin of a given
message/query/LBS-request

m k-Anonymity

accept k-anonymity, in which the adversary can
only narrow down his search (inference) to k
participants.

Bigger k implies higher degree of obfuscation and
higher level of privacy guarantee.

13
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K-Anonymity and K-Anonymization

m Goal: Preserving individual privacy while
allowing public release of information

m K-anonymity [Samarati & Sweeney]

Each tuple is indistinguishable from at least k-1
others.

m K-anonymization
Transform dataset to achieve k-anonymity

Optimal transformation

m in terms of the level of privacy guarantee preserved

and the level of data utility obtained 14
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R-U Confidentiality Map

Original Data.

°
Apply Data Anonmyzation to Get Released Data

Disclosure Risk

°
No Data

Data Utility

15
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k-Anonymity for Relational Tables

Limitations and Challenges

m Make sure for each quasi identifier, there are at
least k-1 other entries with the same set of
sensitive data and each associated with a different
quasi identifier (pseudo identity) [Sweeny et al.]

Race Birth | Gender| ZIP  |Problem | |
t1|Black 1965 m 0214*  |short breath | | Violate |_diversity
t2|Black 1965 m 0214*  |chest pain [I
t3 | /
t4|Black 1965 f 0213*  |hypertension . . -
5 Black 552 T 0213 Jobesity 1. Identify quasi identifier
16 B{;ck 1964 £ TN cilesrpagn 2. Remove identifier of each record
W 1964 0213 < . iy
i e M 3. Ensure k-anonymity of sensitive
19| White 1964 m 0213* [short breath data columns on quasi-identifier
10| White 1967 m 0213*  |chest pain : . e
o 67 - T e 4. Ensure |-diversity of sensitive data
o ———————— columns

Example of k-anonymity, where k=2 and Ql={Race, Birth, Gender, ZIP}
16
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K-Anonymity and K-Anonymization
Challenges

m Ensuring k-anonymity and /-diversity upon

transformation [Sweeny] [MachannavajjgalaGehrkeKifer-
icde06]

m Ensuring m-variance upon updates fref |

m Optimal k-Anonymity Transformations
[SamaratiSweeney] [BayardoAgrawal-ICDE 2005]

17
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Example k-Anonymization Techniques

[ | Greedy / h|II-cI|mb|ng [Sweeney]

m Stochastic search (simulated annealing (winkier,
genetic algorithms [iyengar] )

| Approximation algorithms [Myerson & Williams] [Aggarwal et al]
m Generalization/Supression [samaratiSweeney]

m Top-down specialization [Bertinoetal+ICDE'05, Fung+CDE’05]
m Optimal Bucketization [HoreMehrotraTsudik-vidb]

u Optlmal k-Anonymization [Roberto J. Bayardo Rakesh Agrawal
ICDE 2005]

18




Location Privacy Protection

m Prevent disclosure of unnecessary information (the
individual identity and location of an individual)
through explicitly or implicitly control of what
information is given to whom and when.

m Challenges
Disclosure through direct communication
Disclosure through observation

Location Privacy Exposure through inference of location
combined with other properties of an individual

= such as interests, behavior, or communication patterns could
lead to the identity and location by inference or statistical
analysis.

19
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Location Anonymity

m Location Anonymity

The system property that guarantees that the inability to associate
location information to a particular individual/group/institution
through inference attacks.

= Location k-anonymity ’ k or more users at the same location

Make sure for each location query message, there are at least k-1
other messages (entries) with the same location information,
each associated with a different (pseudo) identity

It guarantees that the adversary can only associate location
information to k participants instead of to a particular
individual/group/institution through inference attacks

m Location I-diversity I or more still objects at the same location
For each location query message, in addition to user level k-

anonymity (k different user identities), there are at least I different
still location objects associated with each of the k users.

20
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Location k-Anonymization

m Main ideas

1 Applications can tolerate inaccurate location data to a
certain degree

1 Location perturbation provides the inability for
adversaries to know or infer exact location of a user
through location based inference (k>1)

m Approaches:

1 Spatial Cloaking

1 Spatio-temporal Cloaking

1 Geometric Transformation

21

Satellite
[
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Spatio-Temporal Cloaking

Spatial Cloaking First and followed by Temporal Cloaking

X2,Y2, T2

L
X1,Y1, T

23

" J@hallenge 1:
Location Privacy and

Personalization
m Guideline1: User Choice (policy based)

Location privacy issues can be placed into three
categories depending on the user choice (consent) in the
use of the technology that is tracking location:

» Active use: the individual is a willing participant

= Passive use: information used without the individual’s knowledge
or permission

= Flexible use: covers devices whose use has the unintended
consequence of tracking location information.

m Guideline 2: Personalized Location
Perturbation

24
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Universal Location k-Anonymity

= Randomly replace identifiers to [Gruteser&Grunwald03]
prevent tracking o

m  Anonymize by replacing point location
information in each message with a
spatial cloaking box o 0o Po| @

m For each message, make sure that o © ®e
there are at least k-1 other messages O Ie®
from different mobile units, with the %o

same cloaking box
m Extend 2D spatial cloaking to 3D o
spatio-temporal cloaking
spatial obfuscation by 2D k-
anonymization box
Temporal obfuscation by
delaying messages-3D k-
anonymization box

ol o
(@) @) o

25
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Problems with Universal k-Anonymity

m A system-wide static k value

m Not possible to support
users with different privacy requirements,
different privacy requirements of a user at different times
m No QoS guarantees
No upper limit on the size of the spatiotemporal cloaking
box, meaning
= no guarantees on maximum tolerable spatial resolution
= no guarantees on maximum tolerable delay
m Not possible to dynamically make privacy/QoS and
privacy/performance tradeoffs on per message and
per user basis

26
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Personalized Location Anonymity

m Advocate personalized k-anonymity (I-divisity)
instead of a system-wide universal k (or |) value
Enable different users to define different privacy requirements

Enable a user to have different privacy requirements at different
times and in different contexts

m Support QoS guarantees

setting user and application specific upper bound on the size of the
spatio-temporal cloaking box

= upper bound on spatial resolution within an acceptable scope

= upper bound on temporal resolution to constrain the delay within
acceptable range

m Allowing dynamically making privacy/QoS and
privacy/performance tradeoffs on per message and
per user basis 27
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Challenge 2: Location privacy v.s. Location
Service Quality

m Quality (Utility) of Services
Applications can tolerate inaccurate location data to a
certain degree (e.g., E-911)

m Can we “hide” data to protect privacy while

providing desirable utility of the location data and
LBSs?
Ambiguous location information may lead to certain
degradation in the quality of the service
Trade off between quality of services and degree of
location privacy
m Technical Challenge

How to balance location privacy and service quality?
28
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Challenge 2: Location Privacy
and LBS Quality Tradeoffs

[ )
Original Location
disclosed

°
Apply Location Anonmyzation to obtain
Released Location Data

Disclosure Risk

o
No Location Released

Location Service Quality

[GedikLiu-ICDCS 2005, TMC 2007] 2

g
Location Anonymization Profile

m Per User or Per message based

m Five basic Components Personalized location
K-anonymity W.rt users anonymization constraints

L-diversity w.r.t. still objects (publicly known
landmarks and locations)

Minimum spatial resolution willing to be
disclosed Personalized location service

. . quality constraints
{ Maximum tolerable spatial resolution
Maximum tolerable temporal resolution

30
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Challenge 3: Location Anonymization
by k-anonymity and I|-diversity

m Stronger location privacy | o , A
guarantee by carefully Ao . a
combining k-anonymity o i
and |-diversity OA: AAOAO ol

o

m Location anonymization oo 4
is measured by f(k, ) > Yy A
location disclosure risk A A o 4
is 1/(k*l) < 1/k. A, o

© Moving object K=2
A Still Object =3 31
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Key Factors in Location Privacy

m Location Anonymization Challenges
Personalized Location Privacy
Tradeoff between location privacy and service quality
Strong and Weak Location Anonymization
m Location Types
Public v.s. Private
m Location Privacy Threat Models

Determines the type of service architecture(s) for
location privacy protection

32
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Different Types of Location Data

m Geometric v.s. Symbolic location models

m Public v.s. Private Location

Public Location Data:

m All still objects that are accessible or visible from
roads are publicly known locations.

m Postal addresses available in yellow-book, white-
book, Google Earth

Private Location Data
m Location updates of a mobile client
» Movement patterns of mobile clients

33
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Factors Affecting Location Privacy

m Location Privacy Protects
Private location data

The linkage of private location data with public
locations

m Three types of LBSs
LBSs that require true identity
= Security policy, Cryotography techniques
LBSs that require only pseudonyms

= Privacy policy, Pseudonym maintenance protocols, location
anonymization

LBSs that does not require pseudonyms
= Privacy policy, location anonymization

34




Part I
Location Anonymization

"
Location Anonymization Models:

m Centralized Trusted third party Location Anonymization
Model

A trusted third party anonymization proxy server is served for
both location updates and location anonymization.

Capable of supporting customizable/personalized location
k-anonymization
m Client-based non-cooperative Location Anonymization
Model

Mobile clients maintain their location privacy based on their
knowledge

Location cloaking without location k-anonymity support
m Decentralized corporative mobility group model

A Group of mobile clients collaborate with one another to provide
location privacy of a single user without involving a centralized
trusted authority.

m Distributed Hybrid Architecture with limited cooperation
36




Trusted Third Party Location Anonymization
Model

m Require a third party anonymization proxy
(middleware) for all communications between
mobile users and LBS applications

m Through the location proxy, LBS applications

receive and reply to anonymous messages from
the users

Mobile clients
= use dedicated location severs to track their location updates
and relay their location service requests to appropriate LBSs.
LBS applications
= register with the mobile clients’ location servers

= Request for Event call backs for possible containment in
spatial region being tracked
37

g
Centralized Trusted Third Party

System Architecture

LBS X LBSY BS Z

‘\X/'

encrypted
ommunication

—

trusted location
server/anonymizer

N RN

Mobile Users

38




gF
Location Privacy Threat Model

m Most commonly used location privacy threat
model
Hide the true identity of mobile users from LBSs -
security policy
Considering LBSs that accept pseudonyms

Regarding LBS applications as hostile observer
= Setting constraints on what information can and cannot be
revealed from one LBS to another may not be sufficient
But trust the location sensing infrastructure and
location server/location anonymizer

= raw location acquisition systems, such as GPS, WiFi, and
several indoor locators (e.g., Cricket)

» Location servers/anonymizers — handling location updates and
location anonymization

39
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Location Perturbation Techniques

m Spatio-temporal cloaking
Quadtree-based approach [GrusteserGrunwaldo3]
Graph Clique based approach [GedikLiu05]
Casper pyramid-based approach [MokbelChowArefos]
PrivacyGrid [BambaLiu07]

Geometric Transformation
m Distance preserving for range and kNN queries

m Inference Attack Resilient Geometric Transformations
[ChenLiu2005, ChenLiu2007]

40
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Quadtree Spatial Cloaking

m Recursively divide the space

into quadrants until a o
quadrant has less than k ° © OO
users. © o =
. . e o
m The previous quadrant, which ° oo = e
still meet the k-anonymity °© S0 4 o =
constraint, is returned 5 © o o
& @)
m Pros: 0® o © o
Achieve location k-anonymity, o ©
i.e., a user is indistinguishable
from k-1 other users
. o & °©
m Cons: Universal k
no support for personalized
location privacy Achieve k-anonmity with
k=4

a1
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ClickCloak Algorithms:
Peronalized Location k-Anonymization

m Introduce a personalized k-anonymity model.
Each message can specify:

a different k value based on its specific privacy
requirement

Maximum spatial and temporal (resolution)
tolerance values based on its QoS requirements

m The location cloaking algorithm CliqueCloak is
capable of

supporting customizable location k-anonymity model
continuously processing a stream of messages

42
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Message Anonymization

m Two sets of messages
The raw message set S:
meSlpnoy QR B0 A
= P(m,) = (x, y,t), spatio-temporal point o
m B, (m;) = (@(mg.x,m.d,), D(msy,m.d,), ®(m..tmg.d,)) spatio-
temporal constraint box, ®(v, d) = [v-d, v+d]
The transformed (anonymized) message set T:
My TiUig nor (XX Xl YV Vel LlEs, te]},@)
= B, (m,) = (X, Y, ), spatio-temporal cloaking box
m For each message in S, there is at most one
anonymized message in T
m, = R(m,), where (mg.u,y, mg.r,,) = (MU, My.1)
m Uy I, fields are removed from the messages in T, and
are replaced by a random dummy identifier before the
messages can be exported to LBS providers

43

lllustration of ClickCloak Approach

= =
o o
k=3 = =
N m: |
k=2 =2
Iﬂl. % J
spatial layout I spatial layout IT
k=2
(@)

my

=3

my
/=2

m

constraint graph I constraint graph I
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Location Cloaking - CliqueCloak

CliqueCloak Algorithm

> @

[ stream of raw messages

step 3 Anonymization step 4 Expiration 4

step 1 ZoomIn

step 2 Detection

Customized Location Anonymization Model

m A unified framework for personalized k

handling personalized and customizable privacy
requirements through k-anonymization with variable k

m QoS guarantees by ensuring

spatial cloaking box meets users’ maximum spatial
(spatio-temporal) resolution (tolerance)

spatio-temporal box meets user’'s maximum tolerable
delay (max temporal resolution)

m Intelligent tradeoff
between privacy and utility of location data

46




i Hasper pproach

[MokbelChowAref+vlidb06,Mokbel-MDM 2007]
m The universe of discourse is
represented as a complete
pyramid structure

m The basic pyramid is divided into
grids at different resolution levels
and each grid cell maintains the
nulrlnber of mobile users in that
ce

m To anonymize a user request, we
traverse the pyramid structure
from the bottom level to the top
level until a cell satisfying the
user privacy profile is found.

m Pros: Simple to implement.

m Cons: Overhead in finding
cloaked region and in
maintaining all grid cells

47

Casper: Adaptive Pyramid Structure

m Instead of maintaining all pyramid
cells, only maintain those cells
that are potential cloaked regions

m Similar to the basic pyramid algo,
traverse the pyramid structure
from the bottom level to the top
level, until a cell satisfying the
user privacy profile is found.

m Pros: Find the cloaked region very fast,

most of the time in only one hit, good for /
fix k per user !

m Cons: Overhead in maintaining P A Ll
adaptive pyramid, bad for variabke k per
message a8
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Casper: Adaptive Pyramid Maintenance

m The adaptive pyramid
structure dynamically adjusts
its maintained cells based on
users’ mobility.

m Cell Splitting: Whenever a
user in a certain cell
expresses relaxed privacy
profile (reduce k value), the
cell is split into four lower
cells.

m Cell Merging: only when all
users within certain cells
strength their privacy profiles
(increase k value), those
cells can be merged together 49

PrivacyGrid

[BhuvanBambalingLiu-2007]
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Location Anonymization Server

m CliqueCloak location cloaking

= Model location messages among users of a particular LBS in a
constraint graph

= Finding a clique in the graph
Pros: small cloaking box
Cons: not scalable, only efficient for small k (k < 10)
m Pyramid Cloaking
Non-optimal anonymization - low success rate
Bad for per-message based k-anonymization
m PrivacyGrid cloaking (LP Enhanced Grid Index based
location cloaking)
Optimal anonymization - high success rate with larger k

Highly efficient for both per user and per message based
location anonymization

51
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Location Perturbation Requirements

m A unified framework

for handling personalized and customizable privacy
requirements through k-anonymization.

QoS guarantees by ensuring

spatial (spatio-temporal) cloaking box meets users’ maximum
spatial (spatio-temporal) resolution (tolerance).

Intelligent tradeoff
between privacy and utility of location data
Enhanced location anonymization semantics
Location k-anonymity
Location I-diversity
Fast cloaking algorithm
keeping perceived delays as low as possible.
Efficient techniques for processing location cloaked
queries
Extensions to existing query processing methods

52
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PrivacyGrid: Basic Framework

m User Privacy Profile
Original message:

{‘ UiJ: h‘id, {]X, y }l ‘ K, I,

m Uy, My fields in the original messages are replaced by a
dummy identifier before forwarding the messages to a LBS.

{{d,dy.d}, F}

m Location P3P:

{k, I, {d,, d,, d}} are parameters for supporting user desired privacy
preferences in terms of location privacy measure and location
service quality measure

Location k-anonymity - k
Location I-diversity - 1
Location Service Quality
= Maximum spatial resolution - (d,, d, )
= Maximum temporal resolution - d,
53

Location Anonymization Server

m A cluster of location servers

Handling location updates and location query
perturbations

m Location Perturbation

Cloak messages among users of a particular LBS and
forward cloaked anonymous queries or updates to the
respective LBS.

m Spatio-temporal Cloaking algorithms
Grid Index based Algorithms

54




Hierarchical Quad Grid Index

OBJECT | CELLID
ID
Level O 1
2
3
Level 1
9998
i 9999
10000
Level 2 '
eve
/[ / /.
v
55
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= Quad Grid Cloaking 6 | 4 2
Assume a grid of cells over the entire geographical area of
interest. 4 N
A location query is posed by a mobile user residing in a 6 5 o)
grid cell C; S
Test k-anonymity for cell C, and if it contains k moving 1 4 5 2
objects, chose C,as the optimal cloaking region,
If C, contains less than k moving objects, expanding the
cell using horizontal or vertical cells of the base cell C,, 5 7 5
If not enough, expand to the next level grid cell
Repeat the steps 3 and 4 until the smallest cloaking box is
found
m  Pros 18 15
Very Fast in finding a cloaking box ~
Highly efficient for both per-user and per-message based o)
location anonymization 5
-
m  Cons 12 21
Anonymitzation is not optimal (the cloaked box computed
may be oversized and too big than necessary) Due to the
fact that the cloaked area expands very rapidly.
Low anonymization success rate K = 20

56




Bottom-Up Grid Cloaking

= Key Step§ . N ) selectedRows = {2} 2}
Starts with grid cell containing object
whose location needs to be cloaked. selectedCols = {2} 3}
Selects rows or columns to add in each
iteration.

Until k-anonymity provided by selected
rows/columns meets required levels.

Return cells covered by selected
rows/columns.

m Pros

Attempts to meet optimal anonymity
values (k and I) k=20

Slowly expand by adding new cells to
cloaked region. k' =21

High success anonymization rate
m Cons
Slower than the Quad Grid cloaking.

57
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Grid-Based Cloaking: a Summary

m Grid-based Cloaking Algorithms
Basic Quad Grid Cloaking

m Fast but constrained by quad grid expansion thus low success
rate of anonymizaton

=) [ Dynamic Bottom-Up Grid Cloaking

» Expanding grid cells from bottom up to find the optimal cloaking
box for each location query

= [ Dynamic Top-Down Grid Cloaking

= Expanding grid cells from top down from the maximum spatial
resolution specified by the user location P3P and to find the
optimal cloaking box for each location query

Hybrid Dynamic Grid-based Cloaking
= Exploit different ways of combining bottom up and top down.

58
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Top-Down Grid Cloaking

m Key Steps

Starts with maximum cloaking area allowed by spatial tolerance
values.

Selects rows or columns to remove in each iteration.

Until k-anonymity provided by selected rows/columns falls below
required levels.

Return selected rows/columns from previous iteration.
m Pros

Attempts to meet optimal anonymity values.

Higher anonymization success rate
m Cons

Slower than quad grid cloaking.

59
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Experimental Setup

m  Road data available from United
- States Geological Survey (USGS)
in SDTS format

Use transportation layer of 1:24K
Digital Line Graphs (DLGs)

Extract three types of roads
class 1 (expressway)
class 2 (arterial)
class 3 (collector)

Map from Chamblee region of
Atlanta, Georgia

Covers a region of = 160 km?

Use real traffic volume data to
calculate the number of cars on
each road type

Each car generates several
messages during the simulation.

{m  The maximum spatial and
{20, 15, 10Hem /h temporal resolution values of the
traffic volume data | [2016.6, 916.5, 250 per o messages are selected

Car movement parameters independently using normal
distributions

{90, 60, 50k /h

60
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Evaluation Metrics

m Success Rate:
100*|T}/|S|

m Relative Anonymity Level.
1 z |{m:m€T/\B (m )=Bd(m)}|
T —Rm)e m .k

m Relative Tempora/ Resolution:
1 Z 2 *m . d,

m,=R (m,)eT [|m T I

>

T m,=R (m,)€T

m Message Processing Time:

Time to process 102 messages 61
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Expenment 1: Grld based Cloaking

Bottom-Up Grid Cloaking —ig—
| pnumn mun.ml. 5

m  K-anonymity values between 2
and 150, following Zipfian
distribution with zipf value 0.6

m Bottom-Up and Top-Down Grid

Cloaking algorithms are able to
02 successfully anonymize higher
number of messages at same
‘100 50 200 w0 0 spatial tolerance values.

Spatial Tolerance (m}

Fraction of Messages Cloaked

m Bottom-Up Grid Cloaking
provides better relative
1t 1 anonymity values.

Relative Anonymity Level

100 150 200 300 400
Spatial Tolerance (m)
62
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Experlment 2: Grld based Cloaking

Histarchical G Cloahing —EF m Bottom-Up Grid
Cloaking and

' Hierarchical Grid
Cloaking are faster.

=

P

Cloaking Time (ms)

)
100 150 200 300 400

Spatial Tolerance (m) m Relative Spatial

T Booraoas Resolution is lower
for the Bottom-Up
and Top-Down Grid
: Cloaking algorithms
(better QoS).

0
100 150 200 300 400
Spatial Tolerance (m)

Relative Spatial Resolution
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Experlment 3 Grid-based Cloaking

" — L——men m Higher k-anonym/ty

€ Iij‘j Z values (up to k =150).

2 07 4

go = Bottom-Up and Top-Down

S Grid Cloaking algorithms

o - are able to successfully

s 010301 0000 [10-150 anonymize higher number
: Sl of messages.

z m Bottom-Up and Top-Down

g Grid Cloaking algorithms

E3 provide better relative

2 o anonymity values.

12100 110,50 |50,100] [100-150]
k-anonymity values
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Experlment 4 Grld -based Cloaking

BotionT Up Grad

[
Top ikin
7 H||rh| |Itr1(|

m Hierarchical Grid
Cloaking algorithm is
extremely fast. All
algorithms take a few
milliseconds.

o

w

Cloaking Time (ms)

12.100 [10,50] [50,100] 1100-150]
k-anonymity values

Bottom-Up Grid Cloaking - me—
Toy Cloaking —

m Bottom-Up and Top-
Down Grid Cloaking
provide better spatial
resolution.

G

Relative SpatialResolution

[2.10] 110,50] 150, 100] [100-150]

k-anonymity values
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Location Anonymization Models:

/m Centralized Trusted third party Location Anonymization
Model

A trusted third party anonymization proxy server is served for
both location updates and location anonymization.

Capable of supporting customizable/personalized location
k-anonymization
Client-based non-cooperative Location
Anonymization Model

Mobile clients maintain their location privacy based on their
knowledge

Location cloaking without location k-anonymity support
Decentralized corporative mobility group model

A Group of mobile clients collaborate with one another to provide
location privacy of a single user without involving a centralized
trusted authority.

Distributed Hybrid Architecture with limited cooperation
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Client-based non-cooperative
Location Anonymization Model

LBSU LBS X TRRT

m Location obfuscation
performed at client

m Location Query with
cloaked location

m Encrypted

communication

m Exact answer to be
filtered at the client
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Location Privacy Threat Model

m Hide the true identity of mobile users from LBSs
—> security policy

m Considering LBSs that accept pseudonyms

m Regarding both LBS applications and location
anonymizers as hostile observer

m But trust the location sensing infrastructure and
location anonymizer resided on mobile client

= raw location acquisition systems, such as GPS, WiFi, and
several indoor locators (e.g., Cricket)

= Client based location anonymizer — only send out anonymized
location updates and location queries
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Client-based Location Obfuscation
Techniques

m Goal: hide the client identity and the exact location of the
client by providing pseudonomity and uncertainty to its
location information.

m Example techniques [Roussopoulos et.al USITS99, iPDA-XuDuTangHu 07]
Using either the nearest landmark or k-nearest Landmarks instead
of the client’s current location.

Spatial cloaking of the exact location with a coarse spatial region,
which includes k-1 other locations such that the client may visit
with nearly equal probability, such as k buildings in Georgia Tech
campus, k-different stores in lenox sequare.

Using the Personal Proxy to route, preserve location privacy, and
enable receiver control.
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Landmark-based Approach

m Instead of reporting the exact
location, report the location of a
closest landmark \
= o

m Using Voronoi diagrams to
identify the closest landmark §

m The query answer will be
based on the landmark

m Example:

Asking near by gas stations will
be transformed to

m Locating the nearest landmark
object

= Return the gas stations near by
the landmark object instead of
near by the current location of the
mobile client

byt ‘., \
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Non-cooperative Architecture:
Location Obfuscation

m Consider a set of locations of the
clients within certain spatial vicinity @)

m A client obfuscate her exact location by
an enlarged spatial region covering o
multiple location points (e.g., | am
within GT campus or the piedmont
park)

m The exact location is abstracted as
either a set of client’s past/future
location points
or an enlarged spatial bounding box by
location obfuscation at the client

m The LBS server evaluates
the queries based on the distance to
each location point or
evaluate the cloaked location query
Client filers the answer to its actual
query

Cloaked
spatial
region

4l

Personal Proxy Approach

[Roussopoulos et.al USITS99]

m Add an extra-level indirection: the
Personal Proxy

m You trust your Proxy to preserve your
location privacy
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Usage Scenario

Dan Sender Jane Mobile

[ )
'
g C

171.64.67.74,

port 2222
Jane's Trusted
(415) 555-1234 Personal
Proxy
[Roussopoulos et.al USITS99] 7

.
Problem: Thwarting Spam

m Continuous reachability could propagate
spam!

[Roussopoulos et.al USITS99]
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Example:
Spam Goes where Jane Goes

NO!
ARGH!
Dan Sender @@ = iy
-
ol N o ]
'n‘g \ D‘/@ .| Jane Mobile
E .
Nog
Vl/anled @ ﬂ
[Roussopoulos et.al USITS99] i

"
Solution: Incorporating location
privacy policy
m Personal Proxy filters communication

according to user preferences.

m People should be able to control how,
when, and where they receive
communication.

[Roussopoulos et.al USITS99] 76




Example: Jane wants control

DaYCare w Q
g Jane Moblle

e B
%.’

%o

Trash
Bin

Dan Sender
[ )

"

[Roussopoulos et.al USITS99]

cl
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Location Anonymization Models:

/m Centralized Trusted third party Location Anonymization
Model

A trusted third party anonymization proxy server is served for
both location updates and location anonymization.

Capable of supporting customizable/personalized location
k-anonymization
Vm Client-based non-cooperative Location Anonymization
Model

Mobile clients maintain their location privacy based on their
knowledge

Location cloaking without location k-anonymity support
m Decentralized corporative mobility group model

A Group of mobile clients collaborate with one another to provide
location privacy of a single user without involving a centralized
trusted authority.

m Distributed Hybrid Architecture with limited cooperation
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Peer-to-Peer Cooperative
Architecture

m Mobile users form a cooperative network to
support their customized location privacy

m Built on top of mobile peer-to-peer
communication technologies

m Pros: No need for a third trusted party
m Cons: support weak location privacy
m Examples: Group Formation and PRIVE
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Location Privacy Threat Model

m Hide the true identity of mobile users from
LBSs - security policy

m Considering LBSs that accept pseudonyms

m Regarding both LBS applications and
location anonymizers as hostile observer
m But trust

the location sensing infrastructure and location
anonymizer resided on mobile client

Peers within the mobility group
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Peer Group Formation chinitarwwwor)

m Main Idea

Whenever a user wants to issue a location-based
query, the user broadcasts a group formation request
to its neighbors.

Based on the response the user forms an location
anonymos group and a member of the group is
randomly selected to act as the query sender.

m On-demand mode

A mobile user only forms an anonymous group when it
needs it.

m Proactive mode

Mobile users periodically execute the on-demand
approach to maintain their anonymous groups
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Group Formation [Ghinita+www07, Mokbel MDMO07]

m Phase 1: Peer Searching

Broadcast a multi-hop request
until at least k-1 peers are

o © o o

found
©)
m Phase 2: Location Adjustment
Adjust the locations using o

velocity

Example: k=5
m Phase 3: Spatial Cloaking

Cloak user location into a
region aligned to a grid that
cover the k-1 nearest peers

82




O
Location Anonymization: Summary

m Using location hiding techniques to disable
adversaries to associate location-based service
requests and location updates with a particular
individual

m Representative techniques

Location Anonymization through Spatial Cloaking

(Data/Information/Messaging Layer
[Gedik&Liu05,Gruteser&Grunwald03, MokbelChowAref2006,
BambalLiu07]

Anonymous Routing (network layer)
[GoldschlagReed99-OrionRouting,KongHong2003-ANODR]

m Chaum MIXes in Mobile Communication Systems
[Chaum81, Federrath et.al96]

Mix Zones [Beresford 2003]

Location Query Perturbation (Query/Application
Layer) 83

g
Anonymous Communication

Bob is reviewing
someone’s paper

m Bob and the Server want to prevent outsiders from
knowing the fact that they are communicating
Unlinkablility

m Bob wants to prevent the server from knowing its identity
Sender (Source) anonymity
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Chaum-Mix

m Standard model for anonymous routing

m Forward messages through a static path of
standard nodes P, ... P,.

m Encrypt message M using public node keys in
reverse order.

85

Chaum-Mix

m Drawback: path is fragile and hard to maintain

When any link/node fails, must rebuild entire path (expensive)
Source cannot receive error messages, must use E2E time out.

m Drawback:

Computationally expensive
Each message is encrypted with layers of asymmetric encryptions
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Anonymous Routing [Zhuang et.al, NSDI 05]

m Cashmere Design
m Using groups to relay traffic

m Relay function if at least one member is
reachable

______

. -~ e -
7 F ¢ Sy By R N
[ E. { = o &8
L Rl Log ! TR &
ooy .y " 4 N
B ~ hh s, o A’
g e i
_______
: Relay 1 Relay 2
Alice Y Y

Relay 3
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Mix Zones [Beresford et.al]
a b c
Ingreswsf?;f*&; ey time
S,

‘\‘J'uj‘ \lb'k't‘ ‘C“-‘L\

Egress time

Timeline of movements

Plan view of the mix zone
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Part [Il Open Issues

3
Summary

m Personalized k-anonymity is a promising approach
towards solving the location privacy problem.

m Spatio-temporal cloaking is an efficient framework for
providing personalized location k-anonymity

m Among algorithms discussed, Grid cloaking algorithms
are fast, efficient and meet diverse users’ privacy and
QoS specifications.

m Open Issues and Ongoing work
Other data privacy techniques
m Space transformation by rotations

Other Location Privacy Protection techniques that do not rely on
third party trusted location anonymizer

= Such as client solutions, user-GUI assisted solutions, decentralized
approach

Integrating with location security solutions
= Countering Location transmission threats
= Secure location claims 20
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Open Issue (1): Enhancing Existing Location
Anonymization Techniques

m Extending other data privacy techniques to location
anonymizationExample: Space transformation by
rotations

m Alternative Client-based or Decentralized
techniques that do not rely on trusted third party
location anonymizer

m Example: user-GUI assisted solutions, decentralized
approach with stronger privacy guarantee

m Integrating with location security solutions
m Countering Location transmission threats
m Secure location claims
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Open Issue (2): Potential Attacks to
location anonymization solutions

m Understanding different attacks
Mobility Model based Attacks

Overlaping Spatial/Temporal Window based
attacks

m Developing attack resilient solutions
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Mobility Model based Attack

m  Attack utilizing knowledge about motion
parameters such as maximum velocity, known
Trajectory, frequent travel path

you are

|
m  Example 1: Maximum velocity based attack here!

m  Adversary can link location with the identifier by
obtaining consecutive cloaked location
update/query boxes that are overlapping with one

another, assuming

the same pseudonym is used for two
consecutive updates continuous location
updates/queries

The maximum possible speed is known

Ri+1

/
|
|
|
m  The maximum speed can be used to :

compute the maximum movement boundaryI

of the same pseudonym |
|
= The user is located at the intersection of two * _ /

cloaked spatial regions

[Mokbel MDM07] g4

"
Overlapping Window based
I nfe re n Ce AttaCk Violating location k-anonymity

m  Adversary knows some locations of the F
targeted user oE

m Even different pseudonyms are used in
different queries/updates oD

m Analyzing the overlapping spatial or eC
temporal windows of two or more eB
consecutive cloaked location A
queries/updates (

m Adversary can infer the linkage of location
with the targeted identifier

m Example:

A cloaked spatial region covering an area
(user A, B, C,D) overlaps with another
cloaked area (users B, C, D, E)

an adversary can easily link E to the smaller
spatial region that violates the minimum
spatial resolution and location k-
anonymization constraints.
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Open Issue (3): General Framework for
Anonymous location query processing

m Transforming original location query to cloaked location
query ensure the answer to the actual query is included.

m Extending existing spatial query processing techniques
to handle
Cloaked range queries
m Find gas stations 5 miles to this cloaked area
Cloaked kNN Queries
= Find the nearest 5 gas stations to this cloaked area

m See Casper for an example [MokbelChowAref+vidb06]
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Location Anonymization: Why & How
e l
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